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Abstract

Cloud computing is a promising technology to
facilitate the development of large-scale, on-
demand, flexible computing infrastructures. Cloud
computing has formed the conceptual and
infrastructural basis for tomorrow’s computing.
Cloud based services and service providers are
being evolved which has resulted in a new business
trend based on cloud technology. But without
security embedded into innovative technology that
supports cloud computing, businesses are setting
themselves up for a fall. The trend of frequently
adopting this technology by the organization
automatically introduced new risk on top of
existing risk. Obviously, putting everything into a
single box i.e. into the cloud will only make it
easier for hacker. Cloud service provider and the
cloud service consumer should make sure that the
cloud is safe enough from all the external threats
so that the customer does not face any problem
such as loss of data or data theft. This paper
presents an overview and the study of the cloud
computing along with several securities and
challenging issues.

\Keywords - Cloud Computing, Virtualization,
Security Issues, Threats.

I. INTRODUCTION

The importance of Cloud Computing is
increasing and it is receiving a growing
attention in the scientific and industrial
communities. Cloud Computing appears as a
computational paradigm as well as distribution
architecture and its main objective is to
provide secure, quick, convenient data storage
and net computing service with all computing
resources visualized as services and delivered
over the Internet. Cloud Computing combines
a number of computing concepts and
technologies such as Service Oriented
Architecture, Web 2.0, virtualization and other
technologies with reliance on the Internet,
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providing common business applications
online through web browsers to satisfy the
computing needs of users, while their software
and data are stored on the servers. Although
there are many benefits to adopting Cloud
Computing, there are also some significant
barriers to adoption. In a cloud computing
environment, the entire data reside over a set
of networked resources, enabling the data to
be accessed through virtual machines. Since
these data centers may lie in any corner of the
world beyond the reach and control of users,
there are multifarious security and privacy
challenges that need to be understood and
taken care of. This paper presents a
categorization of security issues for Cloud
Computing focused in the so-called SPI model
(SaaS, PaaS and laaS) and identifying the
important threats found in the literature related
to Cloud Computing and its environment.

I CLOUD COMPUTING

The National Institute of Standard and
Technology defines cloud computing as a
model for enabling convenient, on-demand
network access to a shared pool of
configurable  computing resources  (e.g.
networks, servers, storage, applications and
services) that can be rapidly provisioned and
released with minimal management effort or
service provider interaction. Cloud computing
is sharing of resources on a larger scale which
is cost effective and location independent.
Resources on the cloud can be used by the
client and deployed by the vendor such as
Amazon, Google, IBM etc. In a cloud based
computing infrastructure, the resources are
normally in someone else’s premise or
network and accessed remotely by the cloud
users. Processing is done remotely implying
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the fact that the data and other elements from a
person need to be transmitted to the cloud
infrastructure or server for processing and the
output is returned upon completion of required
processing. In some cases, it might be required
or at least possible for the person to store
down on remote cloud servers. These gives the
following three sensitive states that are of
particular concern within the operational
context of cloud computing:

1. The transmission of personal sensitive
data to the cloud server

2. The transmission of data from the
cloud server to clients’ computers and

3. The storage of clients’ personal data in
cloud servers which are remote server
not owned by the clients.

All the above three states of cloud computing
are severely prone to security breach that
makes the research and investigation within
the security aspects of cloud computing
practice an imperative one.

11l RELATED WORKS
A. Cloud Information Security Objectives

The Data and Analysis Center for Software
(DACS) requires that software must exhibit
the following three properties to be considered
secure:-

e Dependability - Software that
executes predictably and operates
correctly under a variety of conditions,
including when under attack or
running on a malicious host.

e Trustworthiness - Software that
contains a minimum number of
vulnerabilities or no vulnerabilities or
weaknesses that could sabotage the
software’s dependability.

e Survivability - Software that is
resistant to or tolerant of attacks and
has the ability to recover as quickly as
possible with as little harm as
possible.

B. Security Issues in Cloud Computing

1. Software-as-a-service security issues -
SaaS provides application services on demand
such as email, conferencing software, ERP,
CRM etc. SaaS users have less control over
security among the three fundamental delivery
models in the cloud. The adoption of SaaS
applications may raise some security concerns
which are as follows:

(a) Application security - These applications
are typically delivered via the Internet through
a Web browser. However, flaws in web
applications may create vulnerabilities for the
SaaS applications. Attackers have been using
the web to compromise user’s computers and
perform malicious activities such as steal
sensitive data.

(b) Data security - Data security is a common
concern for any technology, but it becomes a
major challenge when SaaS users have to rely
on their providers for proper security. In SaaS,
organizational data is often processed in
plaintext and stored in the cloud. The SaaS
provider is the one responsible for the security
of the data while is being processed and
stored.

(c) Accessibility - Accessing applications over
the internet via web browser makes access
from any network device easier, including
public computers and mobile devices.
However, it also exposes the service to
additional security risks.

2. Platform-as-a-service security issues -
PaaS facilitates deployment of cloud-based
applications without the cost of buying and
maintaining the underlying hardware and
software layers. As with SaaS and laaS, PaaS
depends on a secure and reliable network and
secure web browser. PaaS application security
comprises two software layers: security of the
PaaS platform itself (i.e., runtime engine), and
security of customer applications deployed on
a PaaS platform. PaaS brings some data
security issues that are described as follows:
(a) Third-party relationships - PaaS does not
only provide traditional  programming
languages, but also does it offer third-party
web services components such as mashups.
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Mashups combine more than one source
element into a single integrated unit. Thus,
PaaS models also inherit security issues
related to mashups such as data and network
security.

(b) Development Life Cycle - From the
perspective of the application development,
developers face the complexity of building
secure applications that may be hosted in the
cloud. The speed at which applications will
change in the cloud will affect both the System
Development Life Cycle (SDLC) and security.

3. Infrastructure-as-a-service security issues
- laaS provides a pool of resources in the form
of virtualized systems, which are accessed
through the Internet. Users are entitled to run
any software with full control and
management on the resources allocated to
them. Here are some of the security issues
associated to laaS -

(a) Virtualization - Virtualization allows
users to create copy, share, migrate and roll
back virtual machines, which may allow them
to run a variety of applications. However, it
also introduces new opportunities for attackers
because of the extra layer that must be
secured.

(b) Virtual machine monitor - The Virtual
Machine Monitor or hypervisor is responsible
for virtual machines isolation; therefore, if the
VMM is compromised, its virtual machines
may potentially be compromised as well. The
VMM is low-level software that controls and
monitors its virtual machines, so as any
traditional software it entails security flaws.

(c) Shared resources - VMs located on the
same server can share CPU, memory, 1/O and
others. Sharing resources between VMs may
decrease the security of each VM. For
example, a malicious VM can infer some
information about other VMs through shared
memory or other shared resources without
need of compromising the hypervisor.

IV SECURITY CHALLENGES OF
CLOUD COMPUTING

Cloud computing is an emerging technology
with shared resources and lower cost that
relies on pay per use according to the user
demand. Due to its characteristics, it may face
lots of threats and challenges in the scopes of
security. In this section, these issues are
explained and discussed.

(a) Data Loss/Leakage - Be it by deletion
without a backup, by loss of the encoding key
or by unauthorized access, data is always in
danger of being lost or stolen. This is one of
the top concerns for businesses, because they
not only stand to lose their reputation, but are
also obligated by law to keep it safe.

(b) Multi-location of the private data - It is
rather dangerous, if the business stores its
private data in the third party’s device. In this
sense, the businesses’ private data are sitting
in someone else’s computer. It is rather
important for a company to understand in
which country its data will be hosted.

(c) Reused IP Addresses - When a particular
user moves out of a network, then the IP-
address associated with him (earlier) is
assigned to a new user. Sometimes though the
old IP address is being assigned to a new user
still the chances of accessing the data by some
other user is not negligible as the address still
exists in the DNS cache and the data
belonging to a particular user may become
accessible to some other user violating the
privacy of the earlier user.

(d) Denial of Service Attacks - A DoS attack
is an attempt to make the services assigned to
the authorized users unavailable. In such an
attack, the server providing the service is
flooded by a large number of requests and
hence the service becomes unavailable to the
authorized user.

V SOLUTIONS FOR SECURITY
ISSUES IN CLOUD COMPUTING

Investigation Support: Audit tools provided
to the users to determine how their data is
stored, protected, used and verify policy
enforcement. But investigation of illegal
activity is quite difficult because data for
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multiple customers may be collocated and may
also be geographically spread across set of
hosts and datacenters. To solve this audit tools
must be contractually committed along with
the evidence.

Network Security: A user can deny the access
of any Internet based service by using IP
Spoofing which can be a cause of security
harm. To solve this we can use Digital
Signature technique. SSL (Secure Socket
Layer) Protocol is used for managing security
of message transmission on The Internet
which also avoid resource hacking.
Encryption Algorithm: Obviously cloud
service providers encrypt the user’s
information using strong encryption algorithm.
But problem is that encryption accident can
make data totally unusable and encryption also
complicates the availability. To solve this
problem the cloud provider must provide
evidence that encryption scheme were
designed and tested by experienced specialists.
Backup: Natural disaster may damage the
physical devices that may cause data loss. To
avoid this problem backup of information is
the key of assurance of service provided by
vendor.

V SOLUTIONS FOR SECURITY
ISSUES IN CLOUD COMPUTING
Investigation Support: Audit tools provided
to the users to determine how their data is
stored, protected, used and verify policy
enforcement. But investigation of illegal
activity is quite difficult because data for
multiple customers may be collocated and may
also be geographically spread across set of
hosts and datacenters. To solve this audit tools
must be contractually committed along with
the evidence.

Network Security: A user can deny the access
of any Internet based service by using IP
Spoofing which can be a cause of security
harm. To solve this we can use Digital
Signature technique. SSL (Secure Socket
Layer) Protocol is used for managing security
of message transmission on The Internet
which also avoid resource hacking.

Encryption Algorithm: Obviously cloud
service providers encrypt the user’s
information using strong encryption algorithm.
But problem is that encryption accident can
make data totally unusable and encryption also
complicates the availability. To solve this
problem the cloud provider must provide
evidence that encryption scheme were
designed and tested by experienced specialists.
Backup: Natural disaster may damage the
physical devices that may cause data loss. To
avoid this problem backup of information is
the key of assurance of service provided by
vendor.

VI. CONCLUSION AND FUTURE
WORK

Cloud Computing, envisioned as the next
generation architecture of IT Enterprise is a
talk of the town these days. Although it has
revolutionized the computing world, it is prone
to manifold security threats varying from
network level threats to application level
threats. In order to keep the Cloud secure,
these security threats need to be controlled.
Auditing of the cloud at regular intervals needs
to be done to safeguard the cloud against
external threats. In this paper, various security
concerns for Cloud computing environment
from multiple perspective and the solutions to
prevent them have been presented. In future,
concrete standards for cloud computing
security can be developed. To provide a secure
data access in cloud, advanced encryption
techniques can be wused for storing and
retrieving data from cloud. Also proper key
management techniques can be used to
distribute the key to the cloud users such that
only authorized persons can access the data.
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